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1 I_Ie.]'lb 1 3a1a4Yu U3yYCHUHA NUCHUIIIHHBI

Lenb n3ydeHus TUCHUIUIUHBI — (OPMUPOBAHNE HABBIKOB OpraHu3aluu 6e30macHoi paboThl
HAa TEPCOHALHOM KOMIIBIOTEpE M B KOMIIBIOTEPHOW CETH, YMEHUH MPOTHUBOCTOSTh
WH(OPMAIIMOHHBIM ~ YIpo3aM, BKIJIIOYas TEXHUYECKHE, TEXHOJIOTHYECKUE, TICUXOJIOTHUYECKHUE,
COLIMAJIbHBIE.

3amaun JUCHUILINHGL:

- ¢opmHpoBaHHME 3HaHWA B 00JAaCTH POCCHKCKOTO TPABOBOTO  PETYIUPOBAHHUS
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- BBIpa6OTKa HpeI[CTaBJ'IeHI/Iﬁ o cmocobax oOecrneueHus 3alllUThl KOMIIBIOTCPA U
IMPOTHBOCTOAHUU MCTOaM COIMANBLHOMN HWHXXCHCPUU;

- OCBOCHHE TMPOTPaAaMMHBIX CPEJICTB oOecredeHus WHPOPMAIMOHHONH Oe30IacHOCTH IPH
paboTe Ha MePCOHATLHOM KOMITBIOTEPE U B KOMITBIOTEPHOU CETH, BKJII0Yas (POPMHUPOBAHUE YMCHHIMA
apryMEHTHPOBAHHOI'O BBIOOPA W CAaMOCTOSITEIIbHON YCTAHOBKH COOTBETCTBYIOIIETO HMPOIPAMMHOTO
o0ecIrieueHusI;

- o0y4yeHHE OCHOBaM KpHUNTOrpaduu Kak 0JTHOTO M3 CPEACTB MIH(PPOBAHUS TAHHBIX.

B TOM umciie BocuTaTeIbHbIE 3a1a4M:

- q)OpMI/IpOBaHI/IC MHPOBO33PCHHUA U CUCTCMbI 0a30BBIX HCHHOCTeﬁ JIMYHOCTH,

- (QopMupoBaHHE OCHOB MpPO(GECCHOHATBHON KyJIbTyphl OOYYarOIIErocs B YCIOBHAX
TpaHchopManuu 001acTH MPOHEeCCHOHATLHON JAEATEIIEHOCTH.

2 Mecto aucuumiunabl B crpykrype OIIOII BO

Juctummuaa K.M.06.24 «OcHoBbI MHGOPMAITMOHHOW 0€301MaCHOCTHY» OTHOCUTCS K YacTH
yueOHOro miaHa, GopMupyeMol y4aCTHHKaMHU 00pa30BaTeIbHBIX OTHOIICHUH.

Jucuunnuna u3yyaetcst Ha 1 kypcee, B 1 u 2 cemecTpax.

JUig n3yd4eHust JUCIUIUIMHBI TpeOyeTcsl: 3HaHUE BO3MOXHOCTEN cepBUCOB ceTH VIHTepHeT.

Wzyuennto nuctumianHbl «OCHOBBI MH(MOPMALMOHHOM 0€30IaCHOCTH» HE NPEALIECTBYET
OCBOEHUE HUKAKUX JIUCLUIUIMH.

OcBoenne  aucuuIuInHbl  «OCHOBBI ~ MH(POPMALMOHHOM  0€30MacHOCTH»  SABISETCA
HEO0OXOIMMOM OCHOBOH IS MOCIEAYIONIET0 U3yUYEeHUs TUCIUIUTAH (TTPAKTHUK):

K.M.08.10 be3zonacHocts 00pazoBaTenbHbIX IHTEpHET-CUCTEM;

K.M.08.11 be3omacuocts nHPOPMAITMOHHBIX CUCTEM U 0a3 JaHHBIX;

K.M.08.14 OcHOBBI NPOEKTHOH W HAy4YHO-HUCCIIEOBATENBCKOM IESITEIbHOCTH B 00JIACTH
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

Ob6nacte mnpodeccHoHaNbHOM JAEATENbHOCTH, Ha KOTOPYIO OPHUEHTHPYET TUCHMILIMHA
«OcHOBBI HH()OPMALIMOHHOW 0€30MaCHOCTH», BKIIIOYAET:

01 OGpa3oBanue 1 Hayka (B cepe TOMKOIBHOT0, HaYalbHOTO 00IEro, OCHOBHOTO OOIIETO,
cpenHero  oOmero  oOpa3oBaHus, MNpodecCHOHATBHOTO  OOydYeHHs, MPOo(EeCcCHOHATHEHOTO
00pa3oBaHusl, JOMOJHUTEIBHOIO 00pa30BaHUs).

Tunbl 3amauy W 3agaud  NPO(ECCHOHAIBHOW JIEATENBbHOCTH, K KOTOPBIM TOTOBHUTCS
oOyyaroImuiicsi, onpeeaeHbl yueOHbIM IIJIaHOM.

3 TpebGoBanusi K pe3yjbTaTaM OCBOEHHS JUCHHUILINHBI
[Tporecc n3ydeHns AUCIUIUIMHBI HAMIpaBJIeH Ha (POPMHUPOBAHUE CIAEAYIOMINX KOMITCTCHITHI:
Komnerennus B coorBercTBuu ®I'OC BO

NHauKaTopbl 10CTHKEHUS Oo0pa3oBarte/ibHbIE Pe3yJIbTaThl

KOMITeTeHI

IIK-1. CnocoGen ocBauBaTh M MCMOJIL30BATh TeOpeTHYECKHE 3HAHUS U IPAKTHYECKHe
YMEHHUS M HABBIKHM B IIPeIMETHOM 00/1aCTH NPH pPeLlIeHUH NPoecCHOHANBHBIX 3a/1a4.




[IK-1.2. VYmeer oOCyIIECTBIATH|3HATH:

0TOOp y4eOHOro CoAepkKaHus sl - CIOCOOB! MU(pPOBAHNS JaHHBIX;
Cr0 pealu3aluu B PA3JIAYHBIX| ™ BO3MOJXHBIC TCXHHYCCKHEC, TCXHOJOI'MYCCKUEC, COINAJIbHBIC

popmax 00yueHus Bl YTPO3Bl, CBA3aHHBIE C KOMIIBIOTEPHON TEXHUKOU;
OroC 00 obnactu «MudopmannonHas 6e300acHOCTbY;

- OCHOBHBIE TeHJICHIIUHU Pa3BUTHsI HH(DOPMALIMOHHBIX
TEXHOJIOTHi1, CBSI3aHHBIX ¢ oOecrieueHrneM HH(OpMalnOHHON
0€301acHOCTH B 00pa30BaTENIbHBIX OpPraHU3aLUsX;

YMETh:

- OIPEEIATH ONTUMATBHBIN HA0Op MPOTPAMMHBIX CPEICTB
Uit obecrieueHus 6e30macHoi paboThl Ha KOMITBIOTEPE U B
KOMITBIOTEPHBIX CETSX;

- aQpryMEHTHPOBAHO BbIOUPATh U 3P(HEKTUBHO UCIIOIB30BAThH
MporpaMMHBIE CPEJICTBA )i 00ecTieueHHs MH()OPMAITMOHHON
0€301MacHOCTH KOMIIBIOTEPA;

- OIICHUBATh MPOTrpaMMHOE o0ecTieueHune A 00ecrneyeHus
nH(OPMAaLIMOHHON 0E€30MaCHOCTU U MEPCIIEKTUBBI €r0
MCIIOJIb30BaHUS C YIETOM PEIIaeMBbIX MPOPECCHOHATHHBIX
3aja4

BIIJICTh!

- cpencTBaMu obecrieueHus HHHOPMAaMOHHOM 0e30MacHOCTH
npupadoTe 3a NEPCOHAITBHBIM KOMITBIOTEPOM U B
KOMIBIOTEPHBIX CETSX.

4. O0beM TUCHUILIMHBI H BH/IbI y4e0HOH padoThl

Bun yue6HO# paboTh Bceero | Ilepmeiii | Bropoii
4acoB ceMecTp | cemectp

KonTakTHasi padora (Bcero) 72 36 36
Jlexum 36 18 18
[TpakTnueckue 36 18 18
CamocrosiTesibHas padora (Bcero) 140 72 68
Bubl npoMe:KyTOYHOM aTTecTALUN 40 40
3auer +

DK3amMeH 40
OO0masi Tpy10€eMKOCTb 4aChl 252 108 144
OO0uasi Tpy10€eMKOCTb 3a4eTHbIE e IMHUIIbI 7 3 4

5 Copaep:xkanue QU CHUNTHHBI

51 Copnep:xanue pa3iejioB TUCUUIIHHBI

Pa3nea 1. [IpaBoBble BONPOCHI 3a1IUTHI HHGOPMAILUY B KOMIILIOTEPHBIX CeTAX:

OOmme Bompochkl HMHPOpPMALMOHHOM Oe3zomacHocTH. MH(OpManMoHHBIE pecypechl IO
UH(POPMALIMOHHOM 0e30macHOCTH. WNndopmanronnas 0€3011acCHOCTb B YCIIOBUSAX
¢dbyHkonupoBanusi B Poccum rmobanpHBIX cereil. HopMaTuBHBIE PYKOBOJSIINE TOKYMEHTHI,
Kacaroluecs ToCyJapCTBEHHOM TailHbl, HOPMAaTUBHO-CIPABOYHbIE IOKYMEHTBHI.

Pazgen 2. IlporpammHble cpeacTBa W cepBHCbI ceTH VHTepHer mo 3amure
uHpopMmanun

NndopmanvonHass 0e30MacHOCTh Kak Hayka M JAESITeIbHOCTb. BHIBI BO3MOXHBIX
HapymieHnid HWHPOPMAIIMOHHONW 0€30MacHOCTH. XaKepCcTBO Kak yrpo3a HWHGOPMAIMOHHON
6e3omacHocTi. D0S- u DDoS-ataku kKak HMHCTPYMEHT OTpaHUYEHHUs] JOCTylMa K CETEBOMY



KomIbloTepy. KoMIuiekcHas 3ammra ceTeBoro KOMIboTepa 0T MHQOPMAIMOHHBIX YTPO3.

Pazgen 3. IlpakTuyeckue BONPOCHI OPraHU3aluu UHGOPMANMOHHONI 0e30MacHOCTH B
KOMIIbIOTEPHBIX CETHX:

BpenonocHoe mporpamMmmHoe oOecrieueHHe M Mepbl 3aluThl OT Hero. IlonsTHe o Bupax
BUPYCOB. AHTHBUpPYCHasl 3allMTa KOMIIbIOTepa. TEXHOJIOTHsS IOCTPOEHMS  3aIMIIEHHBIX
uHpopMannoHHbIX cucteM. [lomuTuka WHPOPMALMOHHON OE30MaCHOCTH W €€ OpraHu3alus B
JIOKaJIbHOU CETH.

Pa3nen 4. [Ipo6eMbl HH(POPMALMOHHOMH 0€30MIACHOCTH B COBPEMEHHOM 00IIeCTBe:

[Icuxomormveckoe BO3ACHCTBHE Ha TOJb30BaTeNsd Kak HMHGOpMAIMOHHAs yrposa.
be3zonacHocTh mepcoHanbHBIX AaHHBIX. Kpunrorpadus u ee meronsl muppoBaHus HHPOPMALIUH.
OJeKTpOHHas MOAIUCH U IpaBoBoe oOecrieueHne OezonacHocTy nepenucky. Haznauenue u 3agaun
obecnieyeHnss HHPOPMALIMOHHOM 0€3011aCHOCTH Ha YPOBHE TOCYAAPCTBA.

52. Copep:xaHue QM CHUNJIMHBI:

1 cemectp. Jexunu (18 41.)

Pa3znen 1 [Tpodaembl nHpoOpMaMOHHON 6€30MaCHOCTH B COBpeMeHHOM oOmecTBe (8 4.)

Tema 1. O01me BOompockl HHGOPMAIIMOHHOM Oe30omacHocTH (2 4.)

Teopernueckne BOMPOCHI  OpraHu3anuu  WHPOpPMANMOHHON  Oe3omacHocTu. [lyTm
opraHuzanui MH(GOpMaMoHHONH 6e30MmacHOCTH Ha npeanpuitud. MHpopManmonHble pecypesl 1o
MHPOPMALMOHHOM Oe3omnacHOCTH. MeXIyHapoAHble CTaHIapThl HMHGOPMALMOHHOIO OOMEHa.
[TonsiTre nHGOPMALIMOHHON YIPO3HI.

Tema 2. MudopmannonHsie pecypchl o HHHOPMAIMOHHON Oe30macHoCTH (2 1.)

NudopmanmonHas Oe30macHOCTh Kak HaydHas oOmacte. HampaBneHust oOecniedeHus
UH(POPMALIMOHHOM 6€30M1aCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tema 3. Wudopmannonnas 06e30macHOCTh B YCIOBUAX (yHKIMOHUpoBaHUS B Poccun
rio0abHbBIX cerei (2 4.)

Bunel npoTMBHUKOB WM «HapywmuTened». Hapymenue mnpaBun  uHGOpMalMOHHON
6€e301acHOCTH B 00pa30BaTEeNbHBIX OpPraHU3alUsiX.

Tema 4. HopmaTuBHbBIE pYKOBOJSIIME JOKYMEHTHI, KacaloLIMecss TOCyJapCTBEHHON TalHBI,
HOPMAaTHBHO-CIIPABOYHBIC JTJOKYMEHTHI (2 4.)

3akoH 00 nHpopmanuu. CyneOHble MpeleieHThl 1 OTBETCTBEHHOCTh 32 HapyLIEHUE 3aKOHa.
Konnenmnus unpopmanuonHoit 6e3onacHoctu P®. MHdopmannonHas 0e30MacHOCTb JIMYHOCTH,
o01iecTBa, rocy1apcTBa.

Pazgen 2. IlporpammHBble cpeacTBa W cepBHCbl ceTH VHTepHer mno 3ammure
nHpopmamuu (10 4v.)

Tema 5. IndopmarimonHas 0e30MacHOCTb Kak HayKa U IeATeNbHOCTS (2 4.)

[Tonstre u mpuHIUIIBEI HHGOPMAITMOHHON Oe30macHOCTH. OOIIe TEPMUHBI U ONIPEICTICHUS.

Tema 6. Buibl BO3MOKHBIX HapylIeHWH HH(pOpMaImoHHON O6e30macHoCTH (2 4.)

Wudopmannonnas yrpoza. Bunsl MHQOPMAIMOHHBIX yrpo3. YpPOBHU HapyLICHHS
MH(OPMallMOHHON 0OE€30MacCHOCTH: ammapaTHbIA, TPOrpaMMHBIN, YenoBeueckuil ¢akrop. [Ipuyannb
BO3HHUKHOBEHUS MHGOPMAIIMOHHBIX YTPO3 U MEPHI 3aLUTHI OT HUX.

Tema 7. XakepcTBO Kak yrpo3a HHGOPMAIIMOHHOW 0e30macHOCTH (2 4.)

XaKUHT U aHTUXAKHUHT. XaKEePCKHEe TEXHOJIOTHH. [IpOTHBOCTOSIHNE XaKepCTBY.

Tema 8. D0S- m DDoS-araku kak WHCTPYMEHT OTpPaHWYCHUS HOCTyIa K CETEBOMY
KOMITBIOTEPY (2 4.)

Hasnauenne DoS- u DDoS-atak. CnocoGsl opranuzamuu  DoS- u  DDoS-atak.
WucTpymeHTs! 3auThl caifiToB oT DoS- u DDoS-araxk.



Tema 9. KoMIiiekcHas 3al{iTa CETEBOr0 KOMITBIOTEPA OT HH(POPMAITMOHHBIX yrpo3 (2 4.)

Bpanamaysp kak anmapaTHOe U MPOTPaMMHOE CPEICTBO OTPaHWYEHHUs JOCTyma K
uHpopmanmu. [IporpaMMmHbBIE cpeicTBa KOMIBIOTEPA MO OOHAPYKCHHIO BTOPKEHHUS M 3alIUTE OT
HETOo.

2 cemectp. Jlexnuu (18 u.)

Pa3nen 3. IlpakTuyeckue BOMPOCHI OpraHu3auuu HHGOPMALHOHHOI 0€30MACHOCTH B
KOMIIBIOTEPHBIX ceTsiX (8 u.)

Tema 10. BpenonocHoe nporpaMMHoe o0ecriedeHre U Mephl 3aIIUThI OT Hero (2 4.)

Bupycel. Uepsu. Ilporpammbel-mmuoHbl. PekiaMHOe mporpaMMHOe — oOecredeHHe.
TposiHCKHE KOHHU.

Tewma 11. ITorsTHE O BHAAaX BUPYCOB. AHTHUBUPYCHAS 3alllMTa KOMIbIoTepa (2 4.)

KommbrotepHsle Bupyc: omnpeneieHue, MNpupoaa Bo3HHKHOBeHHs. CrocoObl MomajaHus
BHUPYCOB B KOMIIbIOTEpHYIO cuctemy. Kinaccudukamus BupycoB. CriocoObl 3aIIUTHI OT BUPYCOB.

Tema 12. TexHOIOTHS TOCTPOSHHUS 3AIUIICHHBIX HH)OPMAIIMOHHBIX CHCTEM (2 4.)

TexHonorus onpeaeneHus MyTel OpraHU3anny 3aUTh HHPOPMAMOHHOM cucteMbl. OTOop
OPOrPaMMHBIX ~ CpPEACTB i OpraHu3alMy  3aliuThl. AyTeHTH(UKALMU  MOJIb30BaTelel.
Pacnpenenenue npaB B MHQOPMAIIMOHHON CHCTEME.

Tema 13. [Tonutuka nHGOPMAMOHHON O€30IIaCHOCTH U €€ OpraHu3alys B JOKAJIbHON CeTH
(24.)

Hactpoiika Oe3zonacHocTH TIpynmoBod paboThl € HHPOPMALMOHHBIMM pPECypcaMu B
JoKaabHOM ceTu. JlokanbHas moiauTHKa Oe30macHOCTH. ABTopM3auus U ee 3aaaud. Hactpoiika
ayauTa ceTeBbIX pecypcoB. PaGora ¢ xypHamoM Oe3omacHOCTH. 3aliuTa JIOKAIbHOM CETH OT
B3somMa. CHUQGUHT.

Paznen 4. IIpoOsembl MH(OPMANMOHHOW 0€30MACHOCTH B COBPEMEHHOM O00IIeCTBe
(10 u.)

Tema 14. Ilcuxonornyeckoe BO3/AEHCTBUE Ha MOJIb30BaTENsd Kak MH(GOPMALMOHHAS yrpo3a
(24.)

Crioco0bI ncuxosnornyeckoro BozaeicTaus. CriocoObl 3alUTHI OT BO3IEHCTBHUS.

Tema 15. Be3onacHOCTh MepCOHANBHBIX JaHHBIX (2 4.)

[lepconanbuble naHHble. [IpUUMHBI HECAaHKIIMOHUPOBAHHOTO JOCTYNa K HEPCOHAIbHBIM
naHHbIM.  CrocoObl MPOTHUBOAEHCTBHSI HE3aKOHHOTO JIOCTYyNa K TEPCOHAIBHBIM JAaHHBIM.
3aKOHOJIATEIBCTBO B 00JIACTH NEPCOHATIBHBIX JAHHBIX.

Tema 16. Kpunrorpadus u ee merons! mudpoanust nadopmarmu (2 4.)

Kpunrorpadus kak HaydHas obnacts. ['enesuc kpunrtorpapuu. Kpunrorpadus u ee mecro
B o0ecrieueHnn HHPOPMAIMOHHOM 0€30MacHOCTH MpennpusaThs. MeTolsl Kpunrtorpaduueckoi
3amuThl nHpopManuu. [Iporpammsel cpenctBa i mmdppoBaHus JaHHbIX. CriocoObl mu@poBaHus
naHHbIX. [IporpaMmsl s MG POBKU U paciIu(POBKU JaHHBIX.

Tema 17. DnekTpoHHas NONKCH U TIPABOBOE OOecIieueHne 030MacHOCTH Mepernucku (2 4.)

Buapl 5J€KTPOHHBIX TMOANMCEH W TPHUHIUIBI WX WCIIONB30BAaHUS. Y CIOBHS TPU3HAHUS
AIIEKTPOHHBIX JIOKYMEHTOB. Y octoBepsitouinii nentp. [lomHomouusi denepanbHbBIX OpraHoB
VCIIOJTHUTENIbHOM BJIaCTH B cpepe UCTOIb30BaHUS SJIEKTPOHHOM MOAMKCH.

Tema 18. Haznauenue n 3amaun odecriedeHuss HHOOPMAIIMOHHOW 0€30ITaCHOCTH Ha YPOBHE
rocynapctsa (2 4.)

locynapctBennass 3amurta UHGOpManuu. 3aKOHBL, pEryaupyrolue obecreueHue
MH(OPMallMOHHON 0€30MacHOCTH Ha YypoBHE TrocyiapctBa. OTBETCTBEHHOCTh 3a HapyleHHE
3aKOHOB.



1 cemectp. IIpakTHyeckne 3auarus (18 4.)
Paznen 1 [Ipo6iaemMbl HHpOPMAIHOHHON 0€30MACHOCTH B COBpeMeHHOM odmecTBe (8 4.)
Tema 1. [IpaBoBBIC BONIPOCHI, CBSI3aHHBIC ¢ HH()OPMALMOHHOMN 0€30MacHOCTHIO (2 4.)

[IpaBoBoe perynupoBanue B o0jacTd HHGOPMAIMOHHON O€30MacHOCTH. 3aKOHBI O
NpeCTyIICHUsIX B chepe HHPOPMAIIMOHHBIX TEXHOJIOTHIA. ABTOpCKOe npaBo. [lyTu moka3zaTenbcTBa
aBTOPCTBA.

Tewma 2. HTENIEKTYaIbHASE COOCTBEHHOCTH M MEPHI TI0 €€ COOJTFOIeHHUO (2 4.)

WuTennekryanbHast cOOCTBEHHOCTh. CrocOOBI 3alMThl MHTEIUIEKTYaJIbHOW COOCTBEHHOCTH.
JIuueH3noHHOE mporpaMmHoe oOecneueHue. KoMmploTepHOE NHPATCTBO M 3aKOHOAATENIbHAS
OTBETCTBEHHOCTb 3a Hero. KommbrlorepHble nupaTtbl. CHocoObl COBEPLIEHUS KOMIIBIOTEPHOTO
nUpaTcTBa. 3aKoHOAaTeNbCTBO PD B 0651aCTH KOMIIBIOTEPHOI'O ITMPATCTBA.

Tema 3. HopMaTuBHBIC TOKYMEHTBI, KaCalOIIUECs rOCYIapCTBEHHON TalHbI (2 4.)

l'ocynapcrBenHast TaiiHa. OTBETCTBEHHOCTb 3a pAa3IJallleHUE TOCYIapCTBEHHOW TalHBI.
CocrosiHue 3akoHoaaTenbcTBa PO B 001acTH COXpaHEHUsI TOCYAAPCTBEHHOM TaiHBI.

Tema 4. HopMaTHBHBIC JOKYMEHTBI, KaCAIOLIMECs TOCYIapCTBEHHO TaitHbI (2 4.)
Pemenus cuTyallMOHHBIX 3a7ja4 Ha HapyILIEHUE TOCYJapCTBEHHOMN TalHBbI.

Pazgen 2. IlporpammHble cpeacTBa W cepBHCbl ceTH VHTepHer mo 3amure
ungpopmannu (10 u.)

Tema 5. [IporpammHBIe W ammapaTHbIe CPEACTBA, CBA3aHHBIE C Yrpo30il obOecreueHHs
UH(POPMALMOHHOM Oe30macHoCTH (2 49.)

HecaHKIMOHMPOBAHHBIA JOCTYH K amlapaTHbIM CpEACTBAM KOMIIbIOTEpAa M CpeJCTBa
orpaHuyeHusi noctyna. Bsmom skpanHoi 3actaBku Windows u mapons BIOS. Cnoco0bl
IIPEAOTBpAlIEHUsT B3JIOMAa. DB3J0M  ONEpanMOHHONW  CUCTEMBI  ITOCPEICTBOM  HOCHUTEIIEH
uHpopmanuu. CrocoObl 3alUTHI.

Tema 6. [Iporpammuble M ammapatHble CpEACTBA, CBA3aHHBIE C Yrpo30il obOecreueHHs
nHpopmarmoHHoi 6e3omacHocTH (2 49.)

USB-nakonutenn Ha wuHpOpManmonHas yrpo3a. Orpanuuenue pocryna k USB-
HakomuTesssM. PasrpaHuyeHue [ocTynma B JIOKAJbHBIX CeTsAX. B3moM  ydeTHbIX 3amnmceit
MOJIH30BaTENIEeUIOKaTbHOM ceTh. CIIoco0BI Pe0TBPAIICHHUS B3JIOMA.

Tema 7. DoS- u DDoS-araku kak HHCTpYMEHT OTpaHUYeHHUs JOCTyIa K CETEBOMY Pecypcy
(24.)

Texnonorus mnposeaenuss DoS- u DDoS-atak (mepenanpaBieHue Tpaduka, HaBsS3bIBaHUE
JUTMHHOM ceTeBoil Macku). CriocoOsl npenoTBpaiieHuss DoS- u DDoS-arak. [laccuBHas u akTuBHas
000OpOHa IpH 3amuTe cepBepa oT atak. [IporpaMMHbIe cpecTBa M HHPOPMAITMOHHBIE PECYPCHI IS
orpakenust DoS- u DDo0S- arak.

Tema 8. KoMriekcHast 3aIuTa CETeBOro KOMIbIOTEpa OT HHPOPMAIIMOHHBIX yrpo3 (2 u.)

[Tpobnembl BbpIOOpa 3aIIMTHOrO HporpaMMHoro obecredeHus. CailTel ¢ OecnaTHBIM
pOrpaMMHBIM 00€CIIeYeHHEM 10 3aluTe KoMibioTepa. O630p MPOrpaMMHBIX CPEJICTB /ISl 3alIUThHI
00BEKTOB ONEpAIMOHHONW CHUCTEMBI. bpaHamaysp Kak ammapaTHoe M TpPOTPaMMHOE CpPEACTBO
OTpaHWYEHUs JNOCTyma K mHpopManuu. TexHONOorus oTpaxkeHusaTak Opanamayspom. Hactpoiika
BCTpoeHHOTo Opanamayspa Windows. XapaKTepuCTUKH CIIEHUATHM3HPOBAHHBIX OpaHIMay3pOB.
Kputeprn otbopa OpaHmMay’poB sl MPAKTHIECKOTO UCIOIB30BAHMS.

Tema 9. [TporpammHsbIe CpeacTBa KOMITbIOTEpa o 00OHapyKEHUIO
HECaHKIIMOHUPOBAHHOTOBTOPKEHHS U 3aIIUTE OT BTOPKEHUS (2 4.)

[TpoakTHBHBIE CHCTEMBI 3aIlUTHl KOMIbIOTepa. CHUCTEMbI KOHTPOJIS IIETOCTHOCTH JaHHBIX.
Bopr0a ¢ moTeHnnaIbHO ONAaCHBIMH TTPOTPaMMaMHU.

2 cemectp. llpakTyeckue (18 u.)



Pa3znen 3. IlpakTnyeckue BONMPOCHI OPraHU3alMu UH(POPMALMOHHONH 0€30MACHOCTH B
KOMIILIOTEPHBIX ceTsx (8 u.)

Tema 10. [TonaTue o BUaax BUpYcoB. AHTHUBHPYCHAs 3allUTa KOMIbIOTepa (2 4.)

KomnbroTepHblii BUpyC: ompeneneHue, Mnpupoja BO3HUKHOBeHHA. CriocoObl IMomagaHus
BHUPYCOB B KOMIIbIOTEpHYIO cuctemy. Kinaccudukanus BupycoB. CriocoObl 3alIUThl OT BUPYCOB

Tema 11. AHTUBUPYCHBIE TPOTPAMMHBIC CpPEACTBAa O(PUCHOTO M JOMAITHETO HA3HAYCHUS
(24.)

@OyHKIIMOHAIBHBIE BO3MOXKHOCTH aHTUBHUPYCHBIX NMPOTPAMMHBIX cpelncTB. KommbroTepHas
pekiamMa Kak HWHCTPYMEHT 3apakeHusi Komibiorepa. Pyrtkutel. KiaBuarypHble IIMHUOHBI
(xetimorrepsl). OHIAMH HMHCTPYMEHTBHI Il AHTUBUPYCHOM 3ammThl WH(popMmanuu. OHIalH-
anTuBHpychl. O030p oHiaiiH-aHTUBUPYCOB. CrIocoObl pabOThL. SMS-0I0KEPH B METOBI OOPHOBI €
HUMU.

Tewma 12. ITaponbsHas 3ammTa (2 4.)

[Taponp kak cpencTBO OrpaHUYEHHs JOCTyna K pecypcy. TpeGoBaHusi K BBHIOOPY Haposis.
Xpanwurenu naposieid. [Iporpammel BoccTaHOBIICHUS (B310Ma) mapodeii. bpyrdopc.

Tewma 13. IIporpammer mudpoBanus 1aHHBIX (2 4.)

udpoBanre MaHHBIX M €ro Ha3Ha4YeHHe. AITOPUTMBI M CTaHIAPTHl MIH(PPOBAHUS.
ApxuBrupoBaHue (PailyIoB ¢ MapojaeM KaKk MHCTPYMEHT 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Boccranosnenue nansbix. ['paMoTHOE ynanenne nHGOpMaIul ¢ KOMITBIOTEPA.

Paznen 4. IlpoGiemMbl MHPOPMANUOHHONH 0€30MACHOCTH B COBPEMEHHOM O00LIECTBE
(10 u.)

Tema 14. ConmanibHas HHXEHEpPUs U ee MEeTObI (2 4.)

O030p METO/MOB COUMAIbHONH WH)XKEHEpUH. METOoAbl M METOJMKH ICHXOJIOTHIECKOTO
BO3/ICUCTBUSL HA JIMYHOCTH (YHHMBEPCAIBbHBIN CEAaHC CBS3HM, COOOLICHHE O MPOBEPKE IMOYTHI,
COOOIIEHNE OT HWMEHHM AaJMHUHUCTpATOpa, KBUTAHIUSA O JIOCTaBKe, OOJWYEHUE U Jp.).
AHTpPONOreHHble MHCTPYMEHTHI 3alllUThl OT METO/A0B COLMAIbHON HMHXEHEpUM (TPHUBIICUEHUE K
BONpocaM 0e30MacHOCTH, W3YyYeHME M BHEAPEHHE HEOOXOJUMBIX METONOB W JeHCTBUH Ui
MOBBIIIEHUS 3aIUThl HH(POpMamoHHoro odecnieuenns). OOpaTHas colaabHast HHKEHEPHUS.

Tema 15. ConmanbHasi HHKEHEpUsI U €€ MEeTOIbI (2 4.)

@apMHHT KaK HHCTPYMEHT CKPBITOTO TIEpEHANpaBICHUs Ha MOACIbHbIE caiiThl. DUIMHT U
BUIIMHI KaK HMHCTPYMEHT TMOJIy4Y€HHs] KOH(HIEHIHMAIbHONH HHpopManuu. MOIIEHHUYECTBO B
Wntepnere. IlpaBuna mnoBeneHuss mnosb3oBareneid B cetu MHrepHer mnpu  pabote ¢
UH(POPMALIMOHHBIMH PECYpCaMH.

Tema 16. DnexkrponHas BatoTa (2 4.)

DOnexTpoHHas HAMUYHOCTh. O030p MUIaTEXHBIX OHJANWH-cucTeM. OmacHOCTH MpH paboTe ¢
3JIEKTPOHHON HaJMYHOCTHIO. [IpoGieMsl anekTpoHHOM omatel. CriocoOs! 3apaboTka B MIHTepHeTe.

Tema 17. ConnanbpHble ceTH Kak HHPOpMaLMOHHas yrpo3a (2 4.)

CoumanbHast ceTh KaKk MHCTPYMEHT cOopa mH(pOpManuu o rpaxnaHuae. MHUIMupyemele u
HE WHUIMHPYEMBbIE TIIOJIB30BATEIEM YIPO3bl B CONMAIBHBIX CETAX. Mephl 3amuThl  OT
UH(POPMALIMOHHBIX YIPO3 B COIIMAIBHOM CETH.

Tema 18. ®unbTparus cereBoro KOHTeHTa (2 4.)

KomnbroTepusle mporpamMMbl  (UIBTpallMd OT HH(POPMALMOHHBIX yrpo3 MHTepHera.
CrniocoOsb1 punbTpanus faHHbIX. [IporpaMmbl KOHTEHTHOM (UIIbTpAIUH.

6. IlepeueHb Y4eOHO-METOAUYECKOT0 OOecTedeHUsl IS CAMOCTOATEILHOH PadoThl
00y4yaIUXCs M0 TUCHHILINHE (pa3aeny)

6.1 Bonnpoce! 1 3agaHust VI CAMOCTOSITEIbHON padoThI

IepBrrii cemecTp (72 4.)



Paznea 1. IlpoOaembl mHGOPMANMOHHON 0e30MACHOCTHM B COBPEMEHHOM 00IIecTBe
(36 u.)

Bun CPC: *BrimonHeHne HHIUBUAYATBHBIX 3a1aHAN

ITonroToBka CUTYyallMOHHBIX 3ajad MO HMH(OPMAIMOHHOM O€30MaCHOCTH Ha OCHOBAHUU
CTaTEeHCOOTBETCTBYIOIUX 3aKOHOB U HOPMAaTUBHBIX akTOB PO.

Bo3MoskHbIe pazaensl:

Pasnen «kKABTOPCKOE IIPABO» 'K P® 4. IV:

Cratpst 1255. ABTOpCKUE paBa

Cratpa 1256. [lelicTBHME MCKIIOUUTEIIBHOTO MIpaBa Ha MPOU3BEACHUS HAYKH, JIUTEPATYPHI U
HCKycCcTBa Ha Teppuropuun Poccuiickoit deneparuun

Cratpst 1265. IIpaBo aBTOpCTBa M IPAaBO aBTOpA HA UMS

Cratps 1266. IIpaBo Ha HENPUKOCHOBEHHOCTh IIPOU3BENICHUS U 3alllUTa IIPOU3BEACHUS OT
UCKa)KCHUHN

Cratpa 1267. OxpaHa aBTOPCTBAa, UMEHHU aBTOpPAa U HENPUKOCHOBEHHOCTH IMPOU3BEIACHUS
1ocje CMEPTH aBTopa

Cratpst 1270. VckmrounTenbHOE TIPAaBO HA MTPOU3BECHHE

Cratpst 1274. CBOOOIHOE HCIIONIB30BAaHUE NMPOHM3BENCHUS B MH(OPMAIIMOHHBIX, HAYYHBIX,
y4€OHBIX WIN KYJIbTYPHBIX LIEJAX

Cratpss 1286. JIMLeH3MOHHBIH JOrOBOP O NPEJOCTABIECHUU MpaBa HUCIOJIb30BaHUS
IPOU3BEACHUS

Cratbs 1286.1. OTkpbITast TULEH3US HA UCIIOJIb30BAaHUE MPOU3BEACHUS HAYKH, IUTEPATyphl
WM UCKYCCTBA

Cratpsa 1290. OTBETCTBEHHOCTH 10 JOTOBOPaM, 3aKJIF0YaEMbIM aBTOPOM MPOU3BEICHUS

Crates 1295. CnyxeOHOE PON3BEICHIEC
Cratpst 1296. [IponsBenenus, CO3JaHHbIE IO 3aKa3y
Crartbs 1297. [IpousBenenus, CO3JaHHbIE MPU BBITOJIHEHUH paboT MMOI0TOBOPY

Cratps 1299. TexHudeckue cpecTBa 3allUThl aBTOPCKUX MpaB
Cratbs 1301. OTBETCTBEHHOCTH 32 HapyllIEHUE UCKIIOYUTEIBHOTO ITpaBa Ha IPOU3BEIECHNE
Cratpst 1302. OGecrieyeHne McKa 1o JiejiaM 0 HapyIIeHn! aBTOPCKux mnpaB YK P®:

Cratps 146. HapynieHne aBTOPCKMX U CMEKHBIX IIPAB

Cratps 147. Hapyuienue n3o0peTaTeabCKUX U NATEHTHBIX MpaB

KoAIl PO:

Cratps 7.12. HapymieHue aBTOPCKUX M CMEXHBIX IPaB, U300peTaTeabCKUX M MaTEHTHBIX
npaB @3 PO «OO6 aBTOPCKOM MpaBe U CMEKHBIX IpaBax»:

Cratpst 17. IlpaBo mocTynma K TpOU3BEICHHMSIM H300pa3UTENbHOIO HCKyccTBa. IlpaBo
HaCJIEJOBAHMUS

Cratpst 26. BocmpousBezeHne MpPOU3BENEHHUS B JMUYHBIX LEIIX O€3 coryiacusi aBTopa C
BBITJIATOM aBTOPCKOTO BO3HATPAXKICHHUS

Cratps 39. Mcnonb3oBanue (OHOTpaMMBbI, OMYOJIMKOBAaHHON B KOMMEPUYECKUX IEJsiX, 0e3
COrJIacHsi MPOU3BOAUTENS (POHOIPAMMBI M HCIIOTHUTEIS

Cratpst 48. Hapymienue aBTOPCKUX M CMEXHBIX MpaB. KoHTpadakTHbIe SK3eMILISApHI
pou3BeACHUS U (POHOTpaMMBbI

Cratbs 49. I'paxk1aHCKO-TIpaBOBbIE CIIOCOOBI 3aIIMTHI aBTOPCKOTO MPaBa U CMEKHBIXIIPaB

Pasnen «MHTEJIJIEKTYAJIBHASI COBCTBEHHOCTDb»

'K P®D:

Cratbs 1246. T'ocynapcTBEHHOE PEryIupOBaHHE OTHOIIEHUH B cepe MHTEIUIEKTYalbHON



COOCTBEHHOCTH

YK PO

Cratpst 159.6. MomenHn4ecTBO B cpepe KOMIBIOTEPHOU HHPOPMALIUU

Pazzen «[IPECTYIIJIEHMSA B COEPE KOMITBIOTEPHOU HHOOPMAILIUN» YK PO

Cratpst 272. HenpaBOMEpHBIH JOCTYI K KOMITBIOTEPHOW HHPOPMALIUT

Cratps 273. Co3naHue, UCIIOJIB30BAHKUE U PACIPOCTPAHEHHE BPEIOHOCHBIX KOMIIbIOTEPHBIX
IPOTrpaMM.

Cratpst 274. Hapymenue mnpaBuil SKCIUTyaTallid CpPEACTB XpaHEHUs, OOpaOOTKU WM
nepeaavynKOMITbIOTEPHOM HH(pOpMaMK ¥ HH(OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETEH

Pazzen «[IPECTYIIJIEHUSA IIPOTUB F'OCY JAPCTBEHHOU BJIACTH»

3axoH P® «O rocynapcTBeHHOU TaiiHE»

Cratps 5. Ilepedennb cBelieHUH, COCTABIIAIOINX FOCYAAPCTBEHHYIO TallHY

Cratpss 16. B3aumHas mnepemauya CBEIEHMI, COCTaBISIIOIIMX TOCYJAapCTBEHHYIO TailHY,
OpPraHaMHUIOCYAApCTBEHHOM BIACTH, IPEANPUATUAMHU, YUPEKACHUSIMHI U OpraHU3aLUsIMU

Cratps 19. 3amuTa cBeeHUI, COCTABIAIOIMX TOCYJapCTBEHHYIO TaiiHy, P W3MEHEHUU
¢GyHKIMH CyOBEKTOB MTPABOOTHOIICHHUN

Crarbs 21. Jlonyck AOTKHOCTHBIX JIMI U TPAKJIAH K TOCY1apCTBEHHONTalHE
Cratpst 21.1. Oco0pblii MopsAAOK AOMYyCKa K TOCYAapCTBEHHOM TaiiHe

Crates 22. OcHOBaHUS ISl OTKa3a JOJDKHOCTHOMY JIMILY WM TPaXXTaHUHY B JOMYCKE K
roCy/IapCTBEHHOM TaliHe

Crarbs 24. OrpanuyeHus: MpaB JOJHKHOCTHOTO JIMIA WM TPpakJIaHWHA, JTOMYIICHHBIX WU
paHeeI0NyCKaBIINXCS K TOCYIapCTBEHHOH TailHe

Cratbs 26. OTBETCTBEHHOCTb 3a HapylleHHUE 3akoHoAaTenabcTBa Poccuiickoit ®enepanuu o
roCyJapCTBEHHOM TaliHe

VK PO:

Cratps 283. PasrnamieHue rocy1apcTBEHHON TailHbI
Cratbst 275. 'ocymapcTBeHHas: U3MEHA

Cratps 276. InnoHax

KoAIl P®D:

Cratess 7.31. Hapymenue mnopsaka BENEHHS peecTpa KOHTPAKTOB, 3aKIFOUYEHHBIX
3aKa34MKaMHU, PEecTpa KOHTPAKTOB, COJIEPIKAILEro CBEACHUS, COCTABISIOIINE TOCYIapCTBEHHYIO
TaiiHy, peecTpa HeI0OPOCOBECTHBIX MOCTABIIUKOB (OPSTUUKOB, HCIIOIHUTEEH)

Anroput™m pa3paboTKH 3aauu:

1. BuIOparh ¥ U3YYUTH CTAThIO U3 HOPMATUBHOTO AKTa.

2. [IlpoananmusupoBaTh MaTepuaibl CcalTOB, Hampumep, http://itsec.ru, wa mnpeamer
HaKa3aHUs 3a HapylIeHus B chepe nHPOPMAIIMOHHONW 6€30MacCHOCTH.

3. PazpaboTarh CHUTYyallMOHHYIO 3ajJady ¥ TIPUBECTH €€ pEIICHHEe C YyKa3aHueM
HOPMATHBHBIXAKTOB, HA KOTOPBIE OCYIIECTBIISTIACH OTIOpa.

IIpumep 3anauu:

I'paxxnanuH VBaHOB coO3/1a)l aHTUBUPYCHOE MPOTPAMMHOE CPEJCTBO MOJ Ha3BaHUEM
«EFVIv» 3apeructpupoBain Ha Hero cBou npasa. 20.09.2017 3ToT rpaxaaHuH 3aKIF0UMIT IOTOBOP C
kommanueil «Saransk-IT» u mepenan cBoM UMyIIECTBEHHBIE MpaBa Ha PACHpPOCTPAHEHUE CBOETO
IPOTPaMMHOTO MPOJIYKTa CPOKOM Ha oJiuH roj. [Tocie 3akmoueHus 1oropopa Komnanus «Saransk-
IT» nmepenpomana 1uisi pacnpocTtpaHeHus: Bepcuto nporpammbl «EFVIvy npyroit komnanuum 6e3
BeloMa aBTopa. Mmeer 1M MeCcTO B JaHHOW CHTyalldd HapyloIeHHE aBTOPCKOTO TMpaBa
rpaxxaanuHallBanoBa?


http://itsec.ru/

Pewenue.

Cornacno crateu 1270 'K PO:

ABTOpY NpOM3BEICHHUS WJIA WHOMY MPaBOOOJIAAATENI0 MPHUHAJICKUT HCKIIOUUTEIHHOE
IIPaBO MCIOJb30BaTh NPOU3BEIACHUE B COOTBETCTBMM cO cTaTheil 1229 Hacrosmero Konekca B
moboii opMe U MOOBIM HE TPOTHUBOPEYANIUM 3aKOHY CIIOCOOOM (MCKIIOYUTENLHOE IMPaBO Ha
MPOU3BEICHNE), B TOM 4YHCIE Cmoco0aMu, YyKa3aHHBIMH B TIYHKTe 2 HACTOSIICH CTaThH.
[TpaBoobagaTens MOXKET pacopPsKATHCS UCKITIOUUTEIbHBIM IIPABOM Ha MPOU3BEICHHE.

2. Hcnonb3oBaHueM TMpOU3BEACHHUS  HE3aBUCHUMO OT TOrO, COBEpPIIAIOTCS  JIH
COOTBETCTBYIOIIME ACHCTBUS B LIENSAX HM3BICUEHHUs MPHUObUIM WM O€3 TaKoM IeNu, CUUTAETCs, B
YaCTHOCTU: PACTIPOCTPAHCHUE TNPOU3BEACHUS IYyTEM IMPOJAXU WIM HHOTO OTUYXKIACHUS €ro
OpUTHHAJIA WIH 3K3EMILUIIPOB;

Takum oOpa3om, B JaHHOM Cllydae UMEET MECTO HapyIlIEeHUE aBTOPCKOTO MpaBa IpaxkJ1aHuHA
WBaHoga.

Paznen 2. IIporpammuble cpeacTBa M cepBHChl ceTH HHTepHer mo 3amure
ungpopmamnu (36 4.)

Bun CPC: *BpinonHenne MHANBUIYATbHBIX 3a/laHUN

CXEMA O®OPMIJIEHUA OIMMCAHUA TPWJIOXHEHUA JIA OPTAHU3ALNUU
MH®OPMAILIMOHHOM BE3OIIACHOCTU HA KOMITbIOTEPE

O6mrue ceenenus (20 6amios)

Hazpanue npuiioxeHus:

[IpousBoauTenb:

CaifT mpon3BOIUTENS:

Heo6xoauMocTh MHCTAIISAINH (1a/HET)

TpeboBanust k omepanuoHHON cucteMe W anmapaTHeiM pecypcam [IK: OOnHoBieHwue
(pyuHOE/aBTOMATHYECKOE)

Tun npunoxenus (OecruiaTHoe, YCIOBHO-O€CIIaTHOE, JIMIEH3MOHHOE) DyHKIMOHAIbHBIE
BO3MOYKHOCTH:

Onucanune npunoxenus (35 6amuioB) CKPUHIIOT TPUIIOKEHUS
OnucaHue MyHKTOB MEHIO MPUIIOKEHUS

Hacrpoiika npunoxenus (45 6anioB)

Onucanue HaCTPOUKU MPUIIOKEHUS Ha paboTy

Onucanwe »dTamoB pabOTBl C MNPWIOKEHHEM TI0 00ecnevYeHn0 WH(OOPMAIIMOHHON
0€30MacHOCTH Ha KOMITBIOTEPE

Cnncok npuII0KEeHU! I pacCMOTPEHUS!

MesxceTeBrble 9KpaHbI (CO BCTPOCHHBIM U oe3 BCTPOCHHOT'O aHTHBprca)
AVG

Internet Security

BitDefender

Total Security Norton u ap.

HpOPpaMMBI HpoaKTHBHOﬁ 3aI0UTHI U 3allIUTHI OT MIMAOHCKUX MPOTrpaMmM
WinPatrol

Ad-Aware

SUPER

AntiSpyware

Spyware Doctor

AVZ u np.

Bropoii cemectp (18 u.)

Pa3znen 3. IlpakTHYecKHe BONMPOCHI OPraHU3aluu WH(POPMAIMOHHOMH 0€30MacHOCTH B



KOMIBIOTEPHBIX ceTsx (12 4.)

Bun CPC: *BrinonHeHrne MHAUBUIYATbHBIX 3a/IaHUN
CXEMA O®OPMIJIEHMA OIIMCAHUA TTPUJIOXHEHUA JIA OPTIAHU3ALMA

MHOOPMAIIMOHHOM BE3OITACHOCTH HA KOMITBIOTEPE

O6mrue ceenenus (20 6amioB)

Hazpanue npuiioxeHus:

IIpousBoaurens:

CaifT mpon3BOIUTENS:

Heo0xo1uMoCcTh MHCTAIIISIUY (J1a/HET)

TpeGoBanuss K omnepanMoHHOW cucTeMe MW anmapatHeiM pecypcam IIK: OOHoBneHue

(py4HOE/aBTOMAaTHUYECKOC)

Tun npunoxenus: (6ecruiaTHoe, YCIOBHO-OeCIIaTHOE, JTHIICH3MOHHOE) DyHKIIMOHATBHBIC

BO3MOXHOCTH:

Omnucanune npunoxenus (35 6amio) CKPUHIIOT TPUIIOKEHHUS

Onucanue MyHKTOB MEHIO MTPUIIOKEHUS

Hacrpoiika npunoxenus (45 6amioB)

Ornucanue HaCTPOMKU MPUIIOKEHUS HAa paboTy

Onwucanue »STamoB pabOTHl C MPWIOKEHHEM 10 OOecreueHno WHPOPMAIMOHHOMI

0€e30I1aCHOCTH Ha KOMIIBIOTEPC

(6 u.)

CCTH.

Crnucok NpuJIOKEHUM 1J11 paCCMOTPEHUS
AHTI/IBI/IpyCHLIe IIporpaMmsl U YTHIIUTBL
Trojan Remover

McAfee AVERT Stinger

RogueKiller

Trojan Killer

Immunos

Emsisoft Anti-Malware

Remove Fake Antivirus

GMER

AntiSMS

Norman Malware Cleaner

AVG Anti-virus Free Edition

Dr.WEB Curelt!

RegRun Reanimator u mp.
Paznean 4. Ilpobaembl mHGOPMAUMOHHON 0€30MACHOCTH B COBPEMEHHOM o0IecTBe

Bun CPC: *IloarotoBka Kk NpoMeKyTOYHOM aTTeCTallun
[ToBTOpPUTH BONpPOCHI, CBSI3aHHBIE C OpraHu3anuen 6e30macHoil paboThl B KOMIIBIOTEPHON

7. TemaTHKa KypcOBBbIX padoT (IPOEKTOB)
Kypcosblie paboThI (IIPOEKTH) MO JUCHUIUIMHE HE TPETYCMOTPEHBI.

8 OueHouHbIE cpeacTBA
8.1 KomnereHuuu u 3tanbl GopMUPOBAHUA

/o 3TAIbl X

OreHOYHBIE CpENICTBA Komnereniumu,




dbopMHupoOBaHUS

1. [IpenMeTHO-METOAMYECKHUI MOTYIIb

[K-1.

8.2 IMoka3zaTenu u KPUTCPUHA OLNCHUBAHUA KOMHeTeHHHﬁ, IMIKAaJIbl OICHUBAHUA

Hlkana, KpuTepuu OLEHUBAHUS U YPOBEHb CHOPMUPOBAHHOCTH KOMITETEHIIUU

2 (HE 3a4TEHO) 3 (3a4TeHo) 4 (3auTeHo) 6a30BBII 5 (3a4TeHo)
HW)KE TIOPOTOBOTO MIOPOTOBBIi TIOBBIICHHBIN

[1K-1. CriocobeH ocBaMBaTh M UCMOJIB30BaTh TEOPETHUECKUE 3HAHUS M MPAKTHUYECKUE YMEHHUS U
HaBBIKM B IPEMETHON 00J1aCTH NPH pellieHHH NTPOPEeCCHOHATIBHBIX 3aJa4

[TIK-1.2. YMmeeT ocymecTBIATh OTOOP y4eOHOTO COJEPKaHMs ISl €r0 peaju3ali B Pa3JIMYHbIX
dhopmax 00yueHus B coorBeTcTBUHU ¢ TpeboBanusimu OI'OC OO.

He ymeer B nenom ycnemso, B nenom ycnemso, Crnocoben B
OCYIIECTBISTh HO OECCUCTEMHO HO C OT/ICIbHBIMH IIOJTHOM 00beMe
oTOop yueOHOTO JEMOHCTPHUPYET HEI0YeTaMu JIeMOHCTPHPOBATH
coJiep KaHus 171t yMEHue JI€MOHCTPHUPYET yMeHue
€ro peaau3anuy B OCYILECTBIAT yMeHue OCYILECTBIIAT
pasIuyHbIX (hopmax 0T0O0p yuebHOro OCYIIECTBIISATH 0T0Op yueOHOro
o0y4yeHus B COJIep KaHUS IS €TO 0TOO0p y4eOHOTO COJZIep KaHUS ISt
COOTBETCTBHUH C peanu3aiyy B COJICpXKAHUSA IS €TO ero pean3aliy B
TpeOOBaHUSMU pa3nuyHbIX (hopmax peanu3aiyu B pa3nuyHbIX hopmax
dI'oC OO0. oOyueHus B pa3iInyuHbIX (hopMax oOyueHus B
COOTBETCTBUHM C o0yuyeHus B COOTBETCTBUM C
TpeOOBaHUAMU COOTBETCTBUHU C TpeOOBaHUAMU
dI'OC OO. TpeOOBaHUSIMU dI'oC OO.
dIoC OO.
YpoBeHb IlIxana oneHUBaHMs IJIs IIPOMEKYTOYHOM [Ixana oueHnBaHus
c(hOpMHUPOBAHHOCTH arTecTaluu no bPC
KOMIICTCHIINN JKx3aMeH
[ToBbIIEHHBIH 5 (oTIIMYHO) 90 - 100%
bazoBerit 4 (xoporto) 76 — 89%
[ToporoBerii 3 (YIOBIETBOPUTEIHHO) 60 — 75%
Hwxe noporosoro 2 (HeyJ1OBJIETBOPHUTEIHHO) Hwmxe 60%

8.3 Bompockl NpoMeKyTOYHOH aTTecTAlUH

Bropoii cemectp (3x3amen, I[1K-1.2)

1. Chopmynupyite ompeneieHrue 3amuThl HHPOPMAINH, YKaKUTE OCHOBHBIC ACIICKTHI
3alUThl MHQOpPMAIMK U 0OOCHYITE UX 11e1ecO00pa3HOCTb.

2. OxapakTepusyiTe CTPYKTYpy 3aKoHoAaTenbcTBa PO B 001acT 3amuThl HH(POPMAIIHH.

3. Ilepeuncnure HOPMATUBHO-TIPABOBBIE JOKYMEHTBI, OPUCHTHPOBAHHBIE HAa OOECIeueHHe
uH(popMannoHHON Oe3omacHocT B Poccuu. OxapakTepusyiTe martepuanibl, MPEJCTABICHHbIE B
ATUX JOKYMEHTaX.

4. JlaliTe omnpelneneHHe TOCYJapCTBEHHOM TaiHbl. [lepedncnnTe OCHOBHBIE CTaThbU B
®enepaibHOM 3aKOHE O FOCY1apCTBEHHOM TailHe.



5. laiiTe ompenesieHue MOHATUSM «aBTOPCKOE IIPaBO» U «KOMMEpUECKas TaliHay. Y KaKUTe
UX OTIMYMUTEIbHBIE OcoOeHHOCTU. OxapakTepusyilTe CcHocoObl 3allluThl ABTOPCKUX IMpaB H
KOMMEPYECKOU TANHBI.

6. [Ilepeuucnure Buabl KoHuAeHIMATbHOW wuHpopMmanuu. [IpuBeautre mnpumMepb
KOH(HICHIIMATBHON MH()OPMAIIMH U YKaXKHUTE CIIOCOOBI €€ 3aIHTHI.

7. Packpoiite mnonsTue «uHboOpManumoHHAs Oe3omacHOCThY. [IpuBenute mnpUMeEpbI
HapyIIeHUs HHOOPMAIIMOHHOW O€30IMaCHOCTH Ha TIPE I PHUSITHH.

8. Malite mnoHATHE MOIUTUKH HHPOpMAIMOHHOW Oe3omacHOCTH. ONUIMTE CIOCOOBI
OpraHu3aIiy MOJUTHKH WH(OPMAIIMOHHOHN 0€301MacHOCTH Ha PEANPHUSITHH.

9. Pacckaxutre O TPOrpaMMHBIX CPEACTBAX, HCIOJB3YEMBIX [UIsI OpraHU3aluu
UH(POPMALIMOHHOM 0€30MacCHOCTH MpH padoTe Ha KOMIBIOTEPE M B KOMIIBIOTEPHOM CETH.

10. OxapakTepu3yiiTe amnmapaTHble CpeAcTBa 3amuThl HHGopManuu. Jlaite wuXx
kinaccupukanuu. [lpuBenure mnpuMepbl anmapaTHBIX — CPEACTB  3allUThl  MHOpManmuu B
KOMIIBIOTEPHOU CETH MPEATIPUSATHSI.

11. PackpoiiTe OCHOBHbBIC HAIpaBJICHHs OpraHU3alMd HWH(POPMAIMOHHON O0€30MacHOCTH.
Chopmynupyiite pekoMeHIaUUU U OpraHu3alud MH(GOpMaMOHHONH 0€30MMacHOCTH MpH paboTe
Ha KOMIIBIOTEPE ISl COTPYTHUKOB MPEIIPUSATHSL.

12. PackpoiiTe OCHOBHBIC HAIPaBJICHUS OpraHU3aluu MHPOPMAIMOHHON OE30MacCHOCTU B
KOMIIBIOTepHON cetn mpeanpusitusa. ChopMynupyidTe peKOMEHIAIMHM Uil OpTaHU3aIiH
nH(pOpMallMOHHONH 0e30MacHOCTH Mpu pabdoTe Ha CETEBOM KOMIIbIOTEpE [UIsl COTPYAHHUKOB
TPEIIPUSATHSL.

13. [IpuBeauTte cnocoObl HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHUS HA CETEBON KOMIIBIOTED
NPEINPUSATHS U PACCKAKUTE O MYTSIX TPOTHBOACUCTBHUS MPOHUKHOBEHHUIO.

14. Packpoiite nousitue «uHGOPMAIMOHHAS YIpo3a» C MO3UIUH MPOOIEMBbI 0OECTIeUeHHs
UHPOPMALIMOHHON 0e30MmacHOCTH Ha mpeanpusaThn. OXapakTepu3ylWTe BHUABI YIPO3, MPHUBEIUTE
MPUMEPBL.

15. PackpoiiTe agIMHUHHCTPATHUBHBIE BOIPOCH], PErJIAMEHTUPYIOIIHE JIESTEIbHOCTh
MPEINPUATHS 10 OPTaHU3aluU HH(HOPMALIMOHHON OE€30MaCHOCTH.

16. PackpoiiTe mpaBOBBIE BOMPOCHI, PETIAMEHTHPYIOIIUE ACATEIHHOCTh MPEINPUATHS T10
OpraHu3aly HHGOpMaIMOHHON 0€30MacHOCTH.

17. Oxapakrepu3syiite opraHu3alMIOHHbIE MEpbl 3alIUTHl MH(OOPMALMKU HA MPEANPUSTHH.
O06ocHyliTe OCHOBHBIE MEPOIIPUSTHS IO 0OECTIEYeHNI0 HHPOPMALIMOHHOM 0€30MacHOCTH.

18. OxapakTepusyiiTe TEXHOJIOTHYECKHE Mephl HWHPOPMAIMOHHON O€30macHOCTH Ha
npeanpustTii. O00CHyiTe KiIaccu(UKAUIO CPEICTB TEXHOIOIMUYECKON 3aIlUThl HHPOPMALIUH.

19. Onumwure TEXHOJIOTHIO (DYHKIIMOHHPOBAHHS OpaHIMayIpoB. PackpoiliTe TEXHOJIOTHIO
HacTpOWKU OpaHIMayspa Ha IpUMepe KOHKPETHOTO MPUIIOKEHHUS.

20. PacckaxuTe O MPOAKTHBHBIX CHCTEMax 3allUThl KOMIbIoTepa. [IpuBennuTe mpumMepsl
IporpaMM JaHHOTO KJlacca.

21. PackpoiiTe TOHATHE «ceTeBOW aTakw». [IpuBemuTe mNpUMEpPHl CETEBBHIX aTak Ha
KOPIIOPATUBHYIO CETh. Y KAKUTE IyTH MPOTUBOICHCTBHSI CETEBBIM aTaKaM.

22. PacckaxuTe O CHCTeMax OTpPaK€HHUsS CETEeBBIX arak. ONMUIINTE WX BHIBI, MPHHIUIIBI
(YHKIMOHUPOBAHUS.

23. OnummmTte npUHOUIBEI opraHu3aimuu DoS- m DoSS-atak. Pacckaxure o cmocobax
60pbOBI C TaHHBIM BHI0M WH(OPMAIIMOHHON YTPO3bI.

24. OnwmuTe NpUHOUIB opraHu3anuu DoS- m DoSS-atak. Pacckaxute 00 00JIaYHBIX
TEXHOJIOTUSX KaK criocode O0pbOBI C TaHHBIM BUJIOM HH(POPMALIMOHHOMN yTpO3bI.

25. PacckakuTe O CHCTeMax OTpPaK€HHS CETEeBBIX arak. ONMUIINTE WX BHIBI, MMPHHIUIIBI
(GYHKIMOHUPOBAHUS.

26. PackpoiiTe mpaBOBBIE BONPOCHI, PErJIaMEHTHUPYIOIINE ACATEIbHOCTh MPEATPHUITHS 10
OpraHu3aiy nHpopMaIMOHHON 0€30MacHOCTH.

27. IlpuBenure criocoObl HECAHKITMOHUPOBAHHOTO NMPOHUKHOBEHUSI HA CETEBO KOMIBIOTEP
NPEINPUATHS U PACCKAKUTE O MYTSIX IPOTUBOACUCTBHUS IPOHUKHOBEHHUIO.



28. OxapakTepu3ylTe OpraHU3aIMOHHBIE ¥ TEXHOJIOTUYECKUE MEPHI 3alIUThl HHGOPMAITUU
Ha npeanpusaTHu. OOOCHYHTE OCHOBHBIC MEPONPHUATHS TI0 oOecredeHuto HHGOPMAIMOHHON
0€30MacHOCTH.

29. Pacckaxxure O TPOrpaMMHBIX CpPEICTBaX, HCHOIb3YEMbIX [UIsI OpraHU3aluu
UH(POPMALIMOHHOM 0€30MacHOCTH MpH paboTe Ha KOMIBIOTEPE U B KOMIIBIOTEPHOM CETH.

30. OxapakTepusyiTe amnmapaTHble CpeacTBa 3amuThl  uHbopmamuu. Jlaite wux
kinaccupukanuu. [lpuBenure mnpuUMepbl anmapaTHBIX — CPEACTB  3allUThl  MH(OpManmuu B
KOMIIBIOTEPHOU CETH MPEATPUSATHSI.

31. PackpoiiTe NOHSATHE «KOMIBIOTEPHBIH BHpYyc». Onummre BHIBI KOMIBIOTEPHBIX
BHUPYCOB, YKQKUTE CIIOCOOBI UX MPOHUKHOBEHHS Ha KOMITBIOTED.

32. OnumuTe TEXHOJOTUIO (YHKIMOHUPOBAHUS AHTUBUPYCHBIX MPOTPAMMHBIX CPEJICTB.
Packpoiite TEXHOIOrMIO HACTPOMKM aHTHUBUPyCa Ha NPHUMEPE KOHKPETHOTO MPUIIOKECHHUS.
Packpolite TEXHOJIOIMI0 aHTUBUPYCHON 3aIIUTHI CETEBOI0 KOMIIBIOTEPA.

33. Jlaiite moHsATHE KpunTorpaguu Kak HaydHOW OOJIACTH, CBSA3aHHOW ¢ IMGpPOBaHUEM
naHHbIX. [IpuBenuTe npuMeps! UQpoB.

34. Onumwure mporpammHbie cpeactBa mudpoBaHus AaHHBIX. OOBIACHUTE TEXHOJOTHIO
mmdpoBaHus HA IPUMEPE KOHKPETHOTO TPUIIOKEHUS.

35. Onummre crnocoObl mudpoBaHus AaHHBIX. Packpoiite TexHomoruio mudpoBaHUs HA
IIpUMEpE OJJHOTO U3 CIIOCOOOB.

36. OnummTe Ha MpPUMEpPEe KOHKPETHOTO MPUIIOKEHUS TEXHOJOTHIO (DYHKIIMOHUPOBAHHS
IIPOrPaMMHBIX CPEJCTB, UCTIONb3YIOIIMXCS ISl CO3/1aHUs M XpaHEHUsI [TapoJiei.

37. PackpoiiTe CyIHOCTb MOTEHIMATBLHO OMACHBIX Mporpamm. Onumute crnocodbl 60pbOLI €
HUMU.

38. Pacckaxxute 0 cucrtemMax KOHTpOJS IeJOCTHOCTH. [IpuBeaute mpumepsl mporpamm
JTAHHOTO KJlacca

39. Pacckaxurte o came kak He 3aTpeboBaHHON MHTepHeT-pexiname. [IpuBenure criocoObl
OOpBOBI CO CITAaMOM.

40. PacckaxuTe O mporpaMmax oOrpaHuueHusi jgoctyna B HHTepHeT u ¢unbTpanuun
WH()OPMAIIMOHHBIX PECYPCOB.

41. Onumure conHaIbHbIE CETH KaK MHCTPYMEHT cOopa MH(OpMaIiu o 1oJjib30BaTele.

42. Jlaiite monsTHe XakuHra. [IpuBeauTe XapakTepUCTUKY XaKepy Kak JIUILY, TBITAIOMIEMYCs
HE3aKOHHO 3aBJIaIeTh KOH(PUICHIINATBHOM nHpOopManuei.

43. PackpoiiTe CyTh CONMATBHON WHX)eHEpHUHU. OIUITUTE €€ METOIBI.

44. PackpoiiTe CYIIHOCTb 3JIEKTPOHHOW HalW4HOCTU. IlpuBeaute mpumepsl BO3MOXKHOU
MOTEPH JIEKTPOHHBIX JCHET MPU COBEPIICHUH I1aTexeil B cetu HTepHeT.

45. TlpuBenute mnpuUMepbl MolleHHMYecTBa B ceTu HMHrepHeT. Packpoiite crnocoOsl
MPOTUBOJECUCTBUA MIHTEPHET-MOIIIEHHUKAM.

46. Packpoiite 1ienu 1 3ajad Kpunrorpaduu kak HayqHoit oonactu. Ilepedncnure ocHOBHbIE
HAIpaBJIEHUS MCIOJb30BAaHMUSI KPUNTOrpaHUUEecCKUX METONOB Ui  3alllMThl HMH(OpMalUU.
OxapakTepu3yiTe COBpeMEeHHbIe KpunTocucTeMsl. [IpogeMoHcTpupyiiTe MOJETH CUMMETPUYHBIX U
ACHMMETPUYHBIX KpunrocucteM. [IpuBeaure npumepsl.

47. OxapakTepusyiiTe MporpaMMHbIE cpelcTBa IMUGPOBaHUS JaHHBIX. Packpoiite
TEXHOJIOTHIO MK(poBaHUs HA TPUMEpPE KOHKPETHOTO IPUIIOKEHUSI.

48. Packpoiite cyTh HICHTU(UKALUN U ayTeHTU(UKALUU TPU BXOJe B MH(YOPMAITMOHHYIO
cucremy npeanpuarug. Chopmynupyiite peKOMEHJAUU 110 HCIIOJIb30BAHUIO MapOJbHBIX CXEM B
KOMITBIOTEPHBIX CETSIX MPEANPHUATHS. Y KaKUTE HEJOCTATKU MaPOJIBHBIX CXEM.

49. PackpoiiTe CyTh 3JEKTPOHHOW IM(poBoH moamucu. OXapakTepu3ylTe MPaBOBOH M
TeXHUYEeCKUH acmekTbl. CopMynupyiTe peKOMEHIAlMW I HUCIOJIb30BaHUS DICKTPOHHOM
1(pOBOM MOJIHUCH.

50. OxapakTepusyiiTe NporpaMMHBIE CpEACTBa OrpaHWYeHHUs jgoctyna B MHTepHer,
¢unbTpau UHQOPMAILMOHHBIX pecypcoB. Ha mpumepe OgHOTO MPHIIOKEHUS PACKpPOMTE €ro
(yHKIMOHATIBHBIE BO3MOKHOCTH 110 OIpaHUUYEHHIO 10CcTyma B IHTEepHET.



8.4 MerToanueckne MaTepHaJibl, ONpele/siiOlHe MpPoueIypbl OLEHMBAHUS 3HAHWIA,
YMeHUil, HABBIKOB M (WJIN) ONbITA AeSTeJbHOCTH, XapaKTEePU3YIOIIHUX 3Tanbl ()OPMHUPOBAHUSA
KOMIIETEeHIM I

[TpomMexyTodHas aTTecTanus MPOBOAUTCS B (hOpMe IK3aMEeHa.

DK3aMeH TMO03BOJSIET OICHUTh CPOPMHUPOBAHHOCTH KOMIICTCHIUN, TEOPETHUECKYIO
MOJIFOTOBKY CTYJIEHTA, €r0 CIIOCOOHOCTh K TBOPUYECKOMY MBIIIEHUIO, TOTOBHOCTh K MPAKTUYECKOM
JESTEIIbHOCTH, MPUOOPETEHHBIE HABBIKM CAMOCTOSITEILHOW paboThl, yYMEHHE CHHTE3HPOBATh
MOJIyYEHHbIE 3HAHUS U IPUMEHSATh UX MPU PEIICHUH MPAKTUYECKUX 3aa4.

HToroBas olieHKa BBICTABIISIETCA C y4€TOM HAaOpaHHOI CyMMBI OaJljIoB.

VY CTHBINM OTBET HA DK3aMEHE

s oueHku chHOPMUPOBAHHOCTH KOMIIETEHIIMH IMOCPEACTBOM coOecenoBaHusi (yCTHOTO
OMpoca) CTYJEHTY MPeIBAPUTEILHO MpeIaraeTcs nepeyeHb BOMPOCOB WU KOMILJIEKCHBIX 3aJJaHUH,
MPEIoIaralolliuX yMEHHUE OPUEHTHPOBATHCS B MpoOieMe, 3HAHHE TEOPETUUECKOro MaTepuala,
YMEHHSI IPUMEHSTh €T0 B MPAKTUYECKON MpodecCHOHABHON AeITeIbHOCTH, BIIaJICHUE HABBIKAMH U
MIpUEMaMU BBITIOJIHEHUS IPAKTUYECKUX 3aJaHUM.

[Ipu onieHKe AOCTUKEHU CTYIEHTOB HEOOX0AUMO 0OpaiaTh 0co00e BHUMAHHE Ha!

— YCBOEHHE MPOrPaMMHOI0 MaTepuana;

— YMEHHE U3JIaraTh IpPOrpaMMHBIA MaTepUal HAyYHBIM SI3BIKOM;

— YMEHHE CBS3BIBATH TEOPHUIO C MPAKTUKOM;

— YyMEHHE OTBEYaTh Ha BUJIOU3MEHEHHOE 3a/IaHuUE;

— BJIaJICHUE HaBBIKAMU TOMCKA, CUCTEMATHU3allMi HEOOXOIUMBIX HUCTOYHHKOB JTUTEPATypHI
1o U3y4aemou npooieme;

— yMeHue 00OCHOBBIBATh MPUHSATHIC PEIICHUS;

— BJIAJICHUE HAaBBIKAMU U NTPUEMAMU BBITTOJTHEHUS IPAKTUUECKUX 3a/IaHUIM;

— YMEHHE MOJKPEIUIATh OTBET WUIIOCTPATUBHBIM MaTepuanom. TecTol

[Ipu ompeneneHur ypOBHSI JOCTHUKEHUW CTYICHTOB C TOMOIIBIO TECTOBOT'O KOHTPOJIS
Heo0X0IuMO 00pamaTe 0co60e BHUMaHue Ha CIeAyIolIee:

— OLICHUBAETCS MOJHOCTHIO IIPABUIIBHBIA OTBET;

— TpernoiaBaTesieM J0JKHa ObITh ONpeeieHa MaKCUMallbHas OLIEHKA 3a TECT, BKIFOYAIOIINN
OTIpeIeTIEHHOE KOJIMUYECTBO BOIIPOCOB;

— IIpeno/iaBaTesieM MOXKET ObITh OTIpeieTieHa MaKCUMAaJIbHAs OLIEHKA 3a OJ[MH BOTIPOC TECTA;

— TI0 BOIpOCaM, MPEayCMATPUBAIONIUM MHOXECTBEHHBIN BBIOOP MPABUIBHBIX OTBETOB,
OIIEHKA ONPENEeNsAeTCA UCXOAS N3 MAKCUMAJIbHOM OLIEHKH 32 OJIMH BOIIPOC TECTA.

9. IlepeyeHb OCHOBHOI M JONOJHUTEIbLHON y4eOHOI JIUTEpaTyphl

OcHoBHasi iuTepaTypa

1 Apremos, A. B. Undopmannonnast 6e30macHoCTb [DIEKTPOHHBIN pecypc] : Kypce JIEKIHM
/ A.B. AptemoB ; MexpernonanbHas Akagemusi 6e3onacHocTH U BebKuBaHus. — Open : MABUB,
2014. — 257 c. — Pexxum pocryma @ http://biblioclub.ru/index.php?page=book&id=428605. — TekcrT :
JJIEKTPOHHBIN.

2. TonmukoB, A. M. 3amura nHdopManyu B UHOOKOMMYHUKALMOHHBIX CUCTEMax U CETAX
[DnexTpoHHBIN pecypc] : yuebHoe mocobue / A. M. T'onukoB ; MunucrepctBo oOpa3oBaHUS U
Hayku Poccniickoit @enepannn, Tomckuii I'ocynapcTBeHHbIl YHUBepeuTeT CucteM YIpaBiIeHUs U
Pagnosnextponuku (TYCVYP). — Tomck : ToMckuil rocynapcTBEHHBIM YHUBEPCHUTET CHUCTEM
yhnpaBieHuss W paguodnektponuku, 2015, — 284 c¢. - Pexumm  gocryma
http://biblioclub.ru/index.php?page=book&id=480637. — TekcT : 3IEKTPOHHBIH.

3. MbiiBong, D. besomacHocTh cereit [DnekTpoHHBIN pecype] / O. MbiiBona. — 2-e 3.,
ucnp. M.: Hamumonaneneiii OtkpbeiTelii YHUBepcuteT «MHTYUT», 2016. — 572 c. — Pexum
noctyma : //biblioclub.ru/index.php?page=book&id=429035. — TekcT : 37eKTPOHHBIA.

JdonmosiHuTEILHAS JIUTEPATYPaA


http://biblioclub.ru/index.php?page=book&amp%3Bid=428605
http://biblioclub.ru/index.php?page=book&id=480637

1 ABAoIINH, C.M. TexHomorun W  mpoaykThl  Microsoft B obecrnedueHun
uHpopMannoHHoi 6e3onacHoctu: kypc / C.M. AgommH, A.A. CasenbeBa, B.A. Cepamwok ;
Hanumonanenbiii OtkpbeiTeiii  YHuBepcuteT «MHTYUT». — MockBa : HHTepHeT-YHHUBEpCUTET
Nudopmanmonnsix Texnomormii (MHTYUT), 2010. — 384 c¢. — Pexum pocrymna:
http://biblioclub.ru/index.php?page=book&id=233684). — TekcT : 3CKTPOHHBIA.

2. CarnmeeB, K. M. ®usuyeckue OCHOBBI 3aIUThl MH(MOpMAIUU [DIEKTPOHHBIA pecypce| :
yuebnoenocobue / K. M. Carzgees, B. U. [lerpenko, A. @. Yunura ; MunucrepcTBo 00pa3oBaHus U
Hayku Poccuiickoii ®@enepannu, PenepaibHOE TOCYJapCTBEHHOE aBTOHOMHOE 00pa30BaTEeNbHOE
yUpeXKIIEHUE BBICIIEro MpodeccuoHanbHOrO obpa3oBanus «Ceepo-KaBkasckuii QenepalbHbIi
yauBepcuteT». — CraBporonr © CKOY, 2015, - 394 c¢. — Pexum gocryna:
http://biblioclub.ru/index.php?page=book&id=458285. — TekcT : 37IeKTPOHHBII.

3. TexHonoruw 3amUTHl HH(POPMAIIME B KOMITBIOTEPHBIX CETSIX [DIEKTpOHHBIA pecypc]| /
H. A. PynenkoB, A. B. Ilponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ W31., UCIIp. —
MockBa : Hamwonanenbeiii OtkpbiThiii YHuHBepcuter «MHTYUT», 2016. — 369 c. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=428820. — TekcT : 3J1eKTPOHHBIN.

10. Ilepeuyens pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTu « UHTepHET»

1. http://all-ib.ru — Mudopmarimornast 6e30macHoCTh. 3amuTa HHGOpMaIuu

2. http://www.securrity.ru  — SecuRRity.Ru — «Hudopmarponsas 0e30MaCHOCTb
KOMIIBIOTEPHBIX CUCTEM M 3aIUTa KOHGUACHIIUATHHBIX TaHHBIX

3. http://www.securitylab.ru — Security Lab by Positive Technologies

11. MeTroguyeckue yka3aHusi 00y4arUUMCs 110 OCBOCHHMIO JAWCHMILUIMHBI (MOXYJIs)

[Ipu ocBOeHMM MaTepUaa JUCIUIUIMHBI HEOOXOIUMO:

— CIUTAHUPOBATh U PaCHpPEeAEIUTh BpeMs, HEOOX0UMOe [T U3y4eHHs! AUCHUIUINHBL;

— KOHKPETHU3MPOBATh JUIs ce0s IJIaH U3y4EeHUs] MaTepuaa;

— O03HAKOMMUTBCS ¢ 00BEMOM U XapaKTEepOM BHEAYyIUTOPHON CaMOCTOATENIBbHOM paboThl s
ITOJIHOLICHHOI'O OCBOCHU K&)I(I[Oﬁ U3 TEM JUCHUIIIIMHBI.

CueHnapuii n3ydeHus Kypca:

— MpopaboTaiiTe KaX Iyl TEMY 110 MpeAIaraéMoMy HUXKe alrOpUTMY 1eHCTBHIA;

— W3Y4YUB BECh MAaTE€pHaJl, BBIIIOJIHUTE UTOTOBBIN TECT, KOTOPBII IPOJIEMOHCTPUPYET
TOTOBHOCTB K CAA4€ 3a4eTa.

Anroput™ paboThl HaJl KaXJI0H TEMOI:

— W3Y4YUTE COACpKAHKUE TEMbI BHaUaJIE [0 TEOPETUYECKOMY MaTepualy, a 3aTeM IO JPYTUM
HCTOYHUKAM;

— TPOYMUTANTE JOMOJHUTEIBHYIO JIMTEPATYPY U3 CIIUCKA, IPEI0KEHHOTO IPENIOJaBATEIIEM;

— COCTaBbTE KpaTKUH IJIaH OTBETA 10 KaXKAOMY BOIIPOCY, BBIHOCUMOMY Ha 00CYXJIeHHE Ha
3aHATHUH;

— BBIYYHUTC OIIPCACICHUA TCPMHUHOB, OTHOCAIINUXCA K TEME,

— TIpOAyMaMlTe MPUMEPHI U WIUTFOCTPALUU K OTBETY IO U3y4aeMOM TEME;

- HpOHyMBIBafITe BBICKa3bIBaHU 110 TEMaM, ITPCIJIOKCHHBIM K na6opaT0pH0My 3aHATHIO.
PexomeHnganmu o pabote ¢ TUTepaTypou:

— O3HAKOMBTECH C aHHOTAIMSIMH K PEKOMEHI0BAHHOM JIUTEpaType U ONPeIeTUTEOCHOBHOM
METO/ U3JIOKCHHA MaTC€pHrajia TOrO UJInu HHOTO HNCTOYHUKA,

- BI)I6epI/ITe TE€ UCTOYHUKHU, KOTOPBIC Hauboiee MoAXOAAT NJIA U3YUYCHUA KOHerTHOI\/'I TEMBEI.

12 TlepeyeHb MHGPOPMANMOHHBIX TEXHOJIOT Wit

Peanuzanusi yueOGHON mporpaMMbl oOOecrneunBaeTcsi AOCTYIIOM KaXAOro CTylIeHTa K
MH(OPMALIMOHHBIM pecypcaM — JJIEKTpPOHHOU Oubiauoreke u ceteBbIM pecypcam Wnrtepner. Jlns


http://biblioclub.ru/index.php?page=book&id=233684)
http://biblioclub.ru/index.php?page=book&id=458285
http://biblioclub.ru/index.php?page=book&id=428820
http://all-ib.ru/
http://www.securrity.ru/
http://www.securitylab.ru/

ucnonszoBanuss WKT B ydeOHOM mpolecce HCIONB3yeTCs MpOTrpaMMHOE OOecreueHue,
MO3BOJIAIONIEE OCYILECTBIATh IOUCK, XpaHEHHe, CHUCTEeMAaTHU3allhio, aHalu3 M IPEe3eHTAINI0
uH(pOpMaIIUK, SKCIOPT HHQPOPMAIMK HA NU(POBBIE HOCUTEIH, OPTaHU3AIUIO0 B3aMMOJICHCTBHUS B
peaNbHOM M BUPTYaIbHON 00pa30BaTeIbLHOM Cpeie.

NunuBuayanbHble pe3yiabTaThl OCBOSHUS JUCHUIUIMHBI CTYJACHTaMH (DUKCUPYIOTCS B
AIIEKTPOHHON HH(POPMAITMOHHO-00pa30BaTEILHON Cpeie YHUBEPCHUTETA.

121 TIlepeyeHbr mporpaMMHOro obdecnevyeHusi (00OHOBJIEHHE TPOU3BOAMTCS IO Mepe
MOSIBJIEHUSI HOBBIX BePCHil MPOrpPaMMbl)

1. 1C: Yuuepcurer [IPOD
2. Microsoft Windows 7 Pro
3. Microsoft Office Professional Plus 2010

122 TlepeyeHb HMH(POPMANMOHHBLIX CHPABOYHBIX CHCTeM (00HOBJIEHHE BBINOJIHAETCS
e’KeHeleJIbHO)

1 CupaBounas npaBoBas cucrema «Koncynsrantlaroc» (http://www.consultant.ru)

2 Wudpopmanumonno-npasosas cucrema «['’APAHT» http://www.garant.ru)

21T1lepedyeHnb coBpeMeHHbIX MPO¢ecCHOHATBHBIX 0a3 TaHHBIX

1. Ilpodeccuonanbhas 6a3a nqanHbIX «OTKPBITBIC AaHHBIE MUHHCTEpCTBA 00pa30BaHUS U
HaykuP®» (http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opendata)

2. DnektpoHHas OubauoreuHas cucrtema Znanium.com (http://znanium.com)

3. Eaunoe okHO gocTymna K oOpa3oBateibHbIM pecypcam (http://window.edu.ru)

13. MaTepuajbHO-TEXHUYECKOE o0ecniedeHue THCIUIIMHBI (MOTYJ151)

JUia  mpoBeneHUs — ayAMTOPHBIX  3aHSATHMM ~ HEOOXOOuUM  CTaHJApTHBIM  Habop
CHeLHaIU3UPOBAHHON y4eOHOH Mebenu M ydeOHOro oOOpylOBaHMs, a TAKKe MYJbTUMEIUiHOe
o0opysoBaHuEe Jid JEMOHCTpAlMM Npe3eHTauui Ha Jekuusax. Jlid npoBeneHus MpakTHYECKUX
3aHATHUM, a TaK)Ke OpraHU3alMd CaMOCTOSTENIbHOW pabOThl CTY/IEHTOB HEOOXOIUM KOMIIBIOTEPHBIN
KJ1acc ¢ pabo4MMH MecTaMu, 00eCIeunBalOIMMU BbIX0/1 B IHTEpHET.

WuauBuyanbHble pe3yibTaThl OCBOEHHS JTUCHMIUIMHBI (PUKCUPYIOTCS B 3JIEKTPOHHOM
nH(POPMaAIIMOHHO-00Pa30BATEIHLHOM CpeJie YHUBEPCUTETA.

Peanuzamust yueOHOM mporpamMmbl  00€CIEUMBACTCA JIOCTYIIOM KaXJOro CTyJIEHTa K
MH(OPMALIMOHHBIM pecypcaM — 3JIEKTPOHHOW Oubiauoreke u cereBbIM pecypcam Wurtepner. s
ucnonb3oBanus KT B yueGHOM mporiecce HEOOXOIUMO HaJMYMe MPOrpaMMHOr0 obecredeHus,
MO3BOJISIOIIETO OCYIIECTBIATh MOUCK MH(pOpManuu B cetu MIHTepHeT, cuctemMaTu3aliuo, aHaiu3 1
IpPEe3eHTAIMI0 HH(POpMAIIHH, SKCTOPTUH(GOPMALIUY Ha TUPPOBbIE HOCUTEIH.

VYyeOHast ayJUTOpHS 7S IPOBEICHUS YUEOHBIX 3aHSATHH.

VYuebHas ayauTopus JUIsl IPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA, 3aHATUH CEMHHApCKOIo
TUIIA, TPYNIOBBIX W WHAUBUAYAJIbHBIX KOHCYJIbTALMNA, TEKYIIET0 KOHTPOJS U MPOMEKYTOUHON
aTTECTALlNN.

JlaGoparopuis BEIUUCIUTEIbHON TEXHUKH.

[TomernieHne ocHaleHo 000pyI0OBaHUEM M TEXHUUYECKHUMHU cpelicTBaMU 00yueHus. OCHOBHOE
obopyioBaHue:

ABTOMaTU3MpOBaHHOE pabouee MECTO B COCTaBe (CUCTEMHBINH OJI0OK, MOHUTOP, KJIaBHAaTypa,
MBIIIb, TAPHUTYPA, IPOEKTOP, UHTEPAKTUBHAS JOCKa), MATHUTHO-MapKepHast 10CKa.

JIaGopaTtopHoe 00OpyIOBaHHE: aBTOMATU3MPOBAHHOE padoyee MeCTO (KOMIBIOTEPHI —
24 mr.).

VY4eOHo-HarIsIHbIe TOCOOUS:

[Ipeszenranuu.


http://открытые-данные.минобрнауки.рф/opendata)
http://window.edu.ru/

